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House rules sasig

Respect others
The Chatham House Rule must be universally respegieiase do not attribute anything shared today.
Phones should also be turned to silent, though you are free to leave the room for calls if needed.

Take part
We welcome questions or commengR 2 Y Qi F2NABSUO (2 AYUNRRdJzOS & 2dz
Be sure to make five new friends throughout the day, too!

Give us your feedback
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Upcoming webinars

Harnessing Agentic Al: Practical Guardrails for Governance and Success
2pm, Friday 16 January

Inside 2026: The cyber threats redefining trust, resilience and Al security
2pm, Monday 19 January

The Chiefs Brief with Dan Brown: Inspiring leadership for transformation
11am, Tuesday 20 January

Al vs Al: Navigating the New Era of the Cyber Battlefield
11lam, Monday 26 January

View the full calendar at www.thesasig.com/events



Upcoming Inperson events

Threat Intelligence and Incident Management
Thursday 29 Januaglondon

Cybersecurity Awareness SASIG: Awareness and Human Risk Management
Tuesday 10 Februarylondon

Scotland SASIG: Resilience & PreparedneSsengthening Cyber Defences
Tuesday 24 FebruaryGlasgow

Risk and Cyber Insurance
Thursday 19 March London

View the full calendar at www.thesasig.com/events



Our Supporters and Contributors

A special thanks to our
Supporters, Contributors and
all the speakers who share
their expertise with us.
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Keynote presentationDo people really understand
data?

Mark Pierson
Head of Group Business Continuity, Incident Management & Physical Sédaiibypwide



DO PEOPLE REALLY
UNDERSTAND DATA?




INTRODUCTION TO
DATA

UNDERSTANDING




¥ A

A MODERN CHALLENGE IN EVERY
INDUSTRY

Data Abundance vs. Understanding

Having large volumes of data does not ensure actionable insights or accurate understanding in
organizations.

At ol

Critical Thinking Importance

Interpreting data accurately requires questioning assumptions and applying critical thinking
beyond surface metrics.

Data Literacy as Strategic Skill

Leaders must treat data literacy as a strategic capability essential for resilience and ethical
governance.

Visual Tools Enhance Clarity O

Using visual tools and structured reasoning improves clarity and confidence in data-driven U U by L)l U
decision making.




THE DATA
EXPLOSION




EXPONENTIAL GROWTH AND ITS IMPLICATIONS

YEAR RELATIVE DATA VOLUME
2010 1

2015 0

2020 30

2025 100




BIAY A
BIASES THAT
MISLEAD




COMMON COGNITIVE PITFALLS IN INTERPRETATION

BIAS TYPE

DESCRIPTION

Confirmation Bias

Favoring data that supports existing beliefs

Sampling Bias

Drawing conclusions from incomplete datasets

Survivorship Bias

Ignoring failures and focusing on successes

Over-Aggregation

Averages hiding critical anomalies

False Precision

Overconfidence in exact figures without context




WHY
CONTEXT
MATTERS




THE
WITH

RISK OF RAW DATA
OuUT

INTE

RPRETATION

Importance of Context

Raw data without context can be misleading and dangerous,
akin to a map without a legend.

Misleading Aggregated Data

Aggregated dashboard figures can obscure variability and
create a false sense of security.

Role of Qutliers

Outliers may serve as early warning signals but are often
dismissed as noise.

Need for Holistic Analysis

Interpreting data requires domain knowledge, collaboration, and
visual tools like trend diagrams.
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Panel Session: Learning from other professions

Facilitator
Oz Alashe MBEEOCybsafe

Panellists

Mark PiersonHead of Group Business Continuity, Incident Management & Physical Security, Nationwid
Paul FyfeExecutive Board Member and Senior Director of Regulation, Office for Nuclear Regulation (Ol
Al Pease Nominated Person Ground Operations, TUI Airways



Tea, coffee & networking break
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Priorities for 2026: What trends should we expect to
see?

FlorianPouchet
Head of Cybersecurity and Operational ResilienceAl#estone



Top 30 actions for 2030:
The next strategic cycle
for cybersecurity

Florian Pouchet

Head of Cybersecurity and Operational
Resilience

florian.pouchet@wavestone.com

WAVESTONE
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Wavestone- Top 30 for 2030: The next strategic cycle for cybersec.

Wavestone as strong performer

The Forrester Wave is a ranking of cybersecurity consulting
services in 3 categories (Leader, Strong Performer and Contender)
evaluated on strategy, current offering and customer feedback .

Customer feedback
Clients value i ¢ 2 13t q Nebplke aipproach and expertise in high-risk,
regulated environments as well as its ability to challenge the status quo
and align with client needs.

Capabilities
Wavestone combines resilience, risk, and operational excellence
to support organisations across all business activities, from supply

chains to customer delivery. ( )

[ Y11 13t ql &kt Waet 1
Organisations in high-risk, regulated industries that want to
minimise their environmental impact while improving their
cybersecurity should consider Wavestone

Wavestone a Strong Performer
iIn The Forrester Wave™

Cybersecurity Consulting Services in Europe

THE FORRESTER WAVE™

Cybersecurity Consulting Services In Europe

Customer foedback O (O) (O
Strong
Contenders Performers Leaders

b

OEY =
(O NCC Group
Strength 1BM Capgemig

of offering (.

O Deloitte

wipro QN HetTech
O -TRACING

(O Orange Cyberdefense

Strength of strategy




Finance or Industrial

Hardening or softening
regulations

96¢c UNRUNLWHE: 1
Execs expectations

=~

i) Florian Pouchet
@

. Head of Cybersecurity
' florian.pouchet@wavestone.com

&



Cyber threats go way unami of regulations

— —— beyond infrastructure / to apply simultaneously

(3“’G'(':IqRIJiFILUECCEFILUQfoQQ._FI_LLIf ~_ﬂ/ b?8A Al fEEFlLUQEA?FlLLIQ!E AW9A AW f U

Geopolitics
rewire risks

Digital transformation
IS on overdrive

n Florian Pouchet
@/ Head of Cybersecurity
4 ' florian.pouchet@wavestone.com



INnCrease
Visibility
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BUSINESS Al

BEHAVIOR'

\ Y

\

\
OT & PRODUCT

/'/ :

@, Florian Pouchet

< Head of Cybersecurity
' florian.pouchet@wavestone.com

4



Increase BY 2030, Al IS NO LONGER A TOOL BUT A
CRITICAL INFRASTRUCTURE

VI SI b I | Ity ITI Agentic Al renews attack surfaces and regulations . Efft

be pursued: common governance, trainings, framewao CO

Manage agent lifecycle and identity o

BUSINESSWAT

/ 20N RUNKDW! Yel WGYt gqel Wyuw NUYUqWHYIGHRURUD e dlrb
/  Harden the agentbehavior, identity andaccess
BEHAVIOR /  In a context where protocols and tech solutions are moving fast

OT & PRODUCT Define and verify trustworthy Al (@3

| Set criteria (robustness, explainability, compliance) to select oversight modes:
uf Ue 0§ 2 11l e HOY | flatlkeqidgbtysegiBentatibHoand gra@utaitidevel

[ faGlI Y2UW! Yel WaqWt qRUNWHE GEARIRqRIJY Ws R 6/lWbA I

Increase Al transparency and visibility

&

/' Request suppliers and ML teams a secure by desigM{SecDevOp3$ and Al
Bill of Materials (A{BoM)

: | Strengthen SOC traceability and monitor for Al threat scenarios (prompt

Florian Pouchet L deviati 5206 UWLRT DOGRaRUL WRY | T
@ Head of Cybersecurity Injection, agent deviation, nono 2 u ¢ U JUGqRqRI 2 lJt Bb
l'.

florian.pouchet@wavestone.com



InCrease BY 2030, 360 VISIBILITY OF SUSPICIOUS
BEHAVIOR IS NEEDED TO FIGHT INSIDER THRE

VI SI b I | Ity Insider threat is now far beyond careless
attackers now increasingly exploit legitima GD

BUSINESS Al Mandate a cross-function governance o

o

/ Uniting HR, Purchasing, Fraud and Internal control
BEHAVIOR / HqR2IUDWYUWE GO WGYGedcecqRYUt AWIGGHY! It AwWHY Uql
| Define insider threat scenarios: target populations, higkrisk to cover

OT & PRODUCT

Enable Al-driven behavioural analytics and detection (UEBA)

| Integrate new detection scheme: irregular login patterns, suspicious support calls,
Gel qUII WRYUq! ¢cHqWe UYOGCORDY AWYAGGHY! JUJWI Rt t WG

I YCGqWeé WuNIl 2t qudlo el Unwlle GGl Y HG

&)

| Center insiderrisk programs on people, not suspicion

ol Pouchet_ / Maintain trust through clear communication and responsible data use
Head of Cybersecurity
G

florian.pouchet@wavestone.com



O & PRODUCT

S

INCrease
Visibility

BUSINESS Al

BEHAVIOR

Florian Pouchet
Head of Cybersecurity
florian.pouchet@wavestone.com

BY 2030, THE LINE BETWEEN IT, OT,
AND DIGITAL PRODUCTS HAS VANISHED

ITI Governance is already converged, protection has been

go to the next stepqdetection & respons GD

Build a Prepare for the products
converged security model 7N certification wave
< €3
/| Create common security patterns & | Enforce secure & compliance by

qUBESUYOYNRUt Weic!l AHGE R aql)H qdebigh feduEdd Byl rezyifbtions b
HEOW9 A AWOEW9! HIJI WNI
through a joint governance with

product owners

/' Implement IAM-OT: For frontliners,
operators, contractors, and machines,
for shared workstations and accounts,
thick clients

Upgrade your SOC to gain visibility on both OT and Products Q

| Integrate new protocols and triggers, at scale
| Define incident response playbooks with proper governance



l ) ' %

INnCcrease Increase
Visibility [ Trust: .

P —— - -

P S e ST RN R s St A Tt A

Florian Pouchet
@ Head of Cybersecurity
6' florian.pouchet@wavestone.com




BY 2030, ENCRYPTION HAS
TO BE RENEWED TO BE TRUSTED

ITI EUHI ! GqRYUWRY We q LW

I ncreasey,
Trust

>

A o
l“\..-af’
3

R agreguldtions . US, UK, EU an

Define governance for a long-term project

ENCRYPTION

[ Assign ownership across Cyber, IT Production, and Obsolescence teams

"’E H’_‘IE\NCE Build your roadmap

For internal systems and suppliers

Focus on critically impacted business processes first
AWJHz ROGT WHI ! GqYWnVYea Ul ¢ qRYUt WuAuf Allc E~f AWe UOT W
Quick win: add a PQC clause in all your contracts to ease future migration

Adopt Crypto agility framework

| Design flexible architectures to rapidly switch algorithms, key lengths, and protocols

@, Florian Pouchet
Q/' Head of Cybersecurity

florian.pouchet@wavestone.com



BY 2030, RESILIENCE MEANS OPERATING IN
FRAGMENTED DIGITAL WORLD

NI UYOGYN! WAe Ut AWl
have ended the vision of a

. lncreasey,
frust

Update risk profile and map digital dependencies

ENCRYPTION

Identify where business value is generated to identify your new Minimum Viable Company

Assess dependency against IT/cloud suppliers, data localisation and crosborder dependencies

I RESICIENGE

Make your critical systems independent

IDENTITY / .............................................

Design zonal IT architectures | Create isolated protected environments
| Keep a consolidated detection /|  Review your suppliers and contractual safeguard:s

OGT ¢ qUWHI Rt Rt W #IUcI RYt AWt GUHREGTO! L

| Anticipate disruptive triggers: supplier collapse, tech bans, network splits, or
decoupling events

/  Conduct real shutdown and recovery exercises, including'8party and crossborder

Florian Pouchet coordination

@' Head of Cybersecurity
Sy 4

florian.pouchet@wavestone.com



BY 2030, IDENTITY IS THE FOUNDATION OF
DIGITAL TRUST

ITI Identity has become the new security perime

lAcrease
Jrust

required for detection, and scrutinised by co
cannot cope with this transforma

ENCRYPTION /| Cover employees, contractors, partners, machines, and Al agents
(depending on the context, excluding customer |IAM)
RESILIENCE
Centralise and rationalise platforms
IDENTITY /  Build an Identity Control Tower as the single source of truth for all security, compliance

and detection functions

Design the platform as a Zero Trust Enabler

[ EUnY!l #UOWAYUI RqRYUc O WeHADYI + AWCET ¢ Gaqc qR2 IJLWCE 2 «
qRONVKWWLGI RUARGO Y WRUWE Wn!l REqRYUG It t WE GGl Y

Elorian Pouchet Requiring its own leader, the Chief Identity Officer, federating all the teams

@/ Head of Cybersecurity
B 4

florian.pouchet@wavestone.com



INnCcrease
Visibility

@, Florian Pouchet
Head of Cybersecurity
florian.pouchet@wavestone.com
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Attack & Defense on turbo mode

]

Y 4

9q

— WSC me
'7 O
- LVYE-uehnie
9 N |
10
11 more chars =
12
13 (code, .
14
other chars+ y¥ uv) ;

| Create exploits with 51% success rate
on 841 CVEs for

$2.77 per vulnerability

Florian Pouchet

Head of Cybersecurity from Patch Tuesday to Patch lunchtime!

florian.pouchet@wavestone.com
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/
/

Identify vulnerabilities with 70% success
Create patches with 61% success
Per vuln. in an average of 45 min and $45(




By 2030, and
will depend on how

you can transform

Florian Pouchet
Head of Cybersecurity
‘q

florian.pouchet@wavestone.com



Two bold moves to upgrade
Increase your cyber engine to speed

Spéed

Create your Boost with an
/  Turn legacy cyber data (too cold, too slow) into /  Built on your existing processes and models
real-time insights | Define agents that act per control with the
AG ENT| C /  Collect, enrich, and normalise data with APIs appropriate oversight level

& DATA'LARKE

UNLOCK

v ©OXOXO.
Assets / Configs
e 4 {e} o) {}
]

Cyber Agents APIs

Access rights / DLP

Patching & Config.

. Florian Pouchet
Head of Cybersecurity
' florian.pouchet@wavestone.com

l"



INnCrease
Spéed

AGENTIC
& DATA LAKE

UNLOCK

. Florian Pouchet
. Head of Cybersecurity
' florian.pouchet@wavestone.com

Cyber Data lake and Agentic Platform

will

Real-Time

Assurance
Continuous
at scale compliance

the next wave of use cases

, B _ 3
Real-Time Real-Time
Response Digital Twins

Simulate and stresstest
exposurein real-time

Machine-speed
detection and response

Others where manual methods failed to scale and where Al shows

Data Protection
Al removes
classification and
policy barriers

3

TPRM AppSec SOC
Al automates supplier Al reviews code, acceleration
trust scoring and data builds patches, and Triage, first
flow oversight updates SBOMs investigation

And many more, from asset mgt. to IAM and DRP as automation expands



Who Powers the Real - Time Cyber Engine?

InCrease
Spéed

/ Onboarding of data scientists and Al engineers, no short
A new team: term changes in the current governance

o)
[D Cyber D_ata & Build and maintain the Cyber Data Lake & Al agents
Al Office Upskill and empower all cyber teams through Al literacy

~ ~

AGENTIC
& DATA LAKE

A ne /| Et q¢ HOGRt 6 W NWUqUWt WG WHqRYUL

W -

@ methodology Measur,e Ehe valge and ROI of Agents in cyber p'rocesses
20N RUONWUONS Wal et qyR0 @ LLRE I WE

S~~~

UNLOCK

/  Most advanced players are building it internally

A new
O latform [ Many market players are starting to implement it from
; different starting pointsbi] A9 WWGG ¢ qn Y| O A WE

™. Florian Pouchet
Head of Cybersecurity
' florian.pouchet@wavestone.com
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Trust | [z Spéed ;
g AGENTIE
fgﬁllﬁ(h "{ﬁﬁ'\"j ‘f F . DATA LAKE

~ RESILIENCE 0 u%gqe«

2L,

IDENTITY 7 BUILD

q Florian Pouchet B LLIC U I

Head of Cybersecurity
< ' florian.pouchet@wavestone.com




Demonstrate value

To bring and sustainable

/

Optimise how cyber

T S Enable business |dentify and
| atfl?)rmisation 2 growth through develop cyber -
P cyber trust powered services

governance changes

i i

™ Florian Pouchet
I Head of Cybersecurity

q' florian.pouchet@wavestone.com



The TOP 30 actions for 2030

2026-2027 DATA FOUNDATIONS§ 2028-2029 DATA SHIFT & AUTOMATION = MO MREALTIME SHIFT
N Al agent lifecycle Define & verify S
& identity trustworthy Al Increase Al transparency & visibility
VISIBILITY Behavior Cross-function governance 72RGT WwWe 0T Wi WGHY! We wwNl 2 i Mot A}dg:gc‘?( | ¢
L g | ! ! b 0 WEHIGi& A ARG HERR) ¢ O
OoT & Product Increase SOC visibility Deploy a converged
Product certification wave | on OT & Product security model & IAMOT |
Establish encryption . Implement
PQC > governance & roadmap Deploy the crypto agility framework automated assurance
TRUST Resil. Map digital d(_apende_ncies Update crisis scenarios Make_ your crown jewels Enable a
& update risk profile 3 and test boldly independent 5 decoupled IT
IAM Unify governance Centralise and rationalise Design IAM platform
across all identities | IAM platforms as Zero trust enabler |
Agentic Appoint a Chief Cyber Build a trusted Implement your Implement real -time
S & Data Data & Al Office | cyber data lake Agentic Al platform assurance & response
PEED ‘ ’
Renew data Jos N :
Unlock> protection Boost TPRM Accelerate App Security Create Cyber Digital Twins >
\V/N8 = Establish a Value Simplify and optimise Enable business growth
Realisation Office . _cyber processes and tools through cyber trust

Florian Pouchet Ina world of uncertainties, buildflexibility and agility
Head of Cybersecurity Into your operating model and programme

florian.pouchet@wavestone.com




By 2030, accelerate cyber to reach realtimel!

VISIBILITY
Increase = Increase
Visibility | Trust
SPEED VALUE -

Incr Demonstrate S -

Crease O lorian Pouchet

Speed | Value | .

Head of Cybersecurity and

Operational Resilience UK
florian.pouchet@wavestone.com

Want to know more?

Read the full article online

Or drop me an email
florian.pouchet@wavestone.com



mailto:florian.pouchet@wavestone.com
mailto:florian.pouchet@wavestone.com




a2 S ¢ SN Yy istonNdBdutRoBs¢ legacy, and the
cost of putting it off

James Dyson
FounderSecureVault.life



st

A story about legacy, 10SS EEE
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and the cost of putting it off
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June 16th 2024

Fathers Day






Legacy
ISN't
technical

It's trust that survives you




Professional Irony

At work At home

We architect systems for data integrity. We implement We live in beautiful chaos. Kitchen drawers full of mystery.
backup protocols. We conduct audits. We enforce policies. Digital files named "final_FINAL_v3". Passwords in our
We speak fluently about resilience and continuity. heads. Important documents "somewhere safe".

Yg"rtgcej "fcvec"kpvgitkv{"cv"ygtme"cpf"nkxg"kp"ejcqgu"cv"jqgogO0"
personally is staggering.



R — b ENAZ R ¥ i

- o NS T
. g
| ,E:;‘ VA & o7
! o amiE
e _ it
3 ';-?* -~ ” .:‘».vl" //
/,' V =7
1 AN

~ HOSPITAL

\._. v
‘F’\ T




Catalyst for Planning

SecureVault Blog & Resources

Featured Articles

Why You Shouldn't Wait to Set Power of Attorney - A How To
UpanLPA Guide

Why You Shouldn't Wait to Power of Attomey - A How To Digital Estate Decoded:
Set Up an LPA Guide Essential Glossary for...

| built a system for my family. Not because I'm
clever. Because nothing existed that made
sense to normal humans living normal lives.

Not a product. Not a pitch. A coping
mechanism. A way to impose order on the
chaos of grief and prevent the next person from
experiencing what we did.

| called it SecureVault, but the name doesn't
matter. What matters is the principle: make it
survivable.



A simpler model for continuity

Six questions that, if answered, might spare someone the investigation:

What exists Where it lives

|©
@

The actual things that matter Physical and digital locations

How it survives you O o Who needs it
m
The continuity mechanism Access and authority
How P = When

The actual mechanics of access Time-sensitive context



with the
consequences when we'don't .

Plan now.
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Responsible Al meets resilient Al

Laura Bratu
Senior Manager, Al Governance and Security, Lenovo



Responsible Al meets
Resilient Al

Laura Bratu, Sr Manager Al Governance and
Security




Agenda

Introduction

Al threats and adoption challenges

Global Al Responsible Framework

Responsible Alr Resilient Al

Secure Al Adoptionr
Transformation approach




My journey

uCyber Security uSenior Manager, Al
Management Governance and
MNOC Transformation } nCyber security Security
nOperating model strategy and policy 11SO 27001, ISO 42001,
transformation national design Lenovo SOC1 and SOC 2 Type Il
nCapability build-up highways uSecurity maturity nSecure Al Strategy,

model Responsible Al, Al
vT and OT SDLC Threat Modelling

So
PX MSc in Cyber Security Management, University of Warwick ‘||-||']s
PMI-ACP e ——l —— Postgraduate Certificate in Leadership and Management, Coventry University A
ISO 27001:2022 Lead implementer and Lead auditor
Certified PMFACP, ITIL A
Qerincez : Passionate about business change and cyber security societal impact

Enthusiastic swimmer and fitness
practitioner

Continuously invested in personal
development
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Top Al internal threats

A Limited Alliteracy and guidingpolicy

A ShadowAl

A Dataleakagevia Alprompts

A Limited visibility of embedded Alfeatures

A Uncontrolled experimentation with custom-built applications, including
agents

Gartner, NIST Al RMF, OWASP Top 10 LLM, Google SAIF, Mi



Secure Al Adoption challenges

Diverse Technology Ecosystem

=7| Regulatory and Compliance dynamic

Global Operations across multiple jurisdictions



Global Al Governance Framework

A Overview: Corporate Al Policy, a cross-functional Responsible Al
Council, implementation standards to develop and deploy Al
responsibly.

A Lenovo Al Policy - public

I Responsible Use of Al
Legal Compliance
Oversight and Governance

Integrated with Code of Conduct, Data Privacy Policy, IP Policy, Info
Security Policy, Product and Solutions Security Policy, Product
Diversity Policy.

A The Responsible Al Council sets company-wide standards and
helps oversee and review higher-risk Al use cases.

A The Responsible Al Working Group (RAIWG) conducts the
legal and compliance reviews of all new Al projects across the
company.

A Both RAI Council and RAI Working Group include stakeholders
from Legal, CAIO, Ethics, Privacy, CTO office, Digital
Transformation, HR, and all business groups.

A Appointed Sponsors and Al Champions  driving transformation.

AC_)ngoing governance review of business objectives against
risk tolerance.




Responsible Al T Resilient Al

Not just ethics or compliance - enabling resilient, secure and scalable Al at enterprise scale
Focus: Security A Governance A Privacy across the Al

Data-Centric Security — Operational Capabilities
Protect data across the Al pipeline s A Endpoint model & IP usage monitoring
A Classify and label sensitive data A Model security analysis

A Control access and track lineage A Al traceability across products, tools, and models
A Prevent data leakage and IP exposure

—
Lifecycle Governance N\
Governance from data to deployment @ A Al Governance framework, including R&R/RACI matrix
A Clear ownership and accountability K J @l_ A QLESZ?(;JSVCS(S;?;S; gvt\:ii((jjee-lililsees vetted Al tools, model
A Standardisation and compliance projects i 1SO 42001,
EU Al Act
[

@ A Responsible Al review process and business alignment

@/

A Standardised review and approval processes
A Continuous monitoring and post-market oversight

Privacy -Preserving Al

Reduce exposure while enabling innovation
A Minimise use of sensitive data
A Balance privacy, performance, and scale

A Automated model and Al system security testing and
vulnerability analysis

A Al supplier risk profiles and monitoring

A Al threat intelligence and Al Security Incident
Management




Secure Al Adoption 1 transformation approach
Adapt T Integrate - Transform

3 Transform

Phase 1 1 Adapt i leveraging existing cyber security controls -

building awareness, implementing small and manageable Shift operations and invest in new

changes to test new approaches and adapting skills and CERD e S
capabilities
Phase 2 1 Integrate - cyber security process redesign, 2 flegrate
development of new workflows, establishment of robust feedback Embed changes and establish
loops to embed lessons learned feedback loops
Phase 31 Transform i f undament al shift in the organisationés
operations and cyber security culture, including investing in

. s ; - Adapt
entirely new capabilities, adding new skills, processes and tools 1
for teams engaging with Al technology Leverage existing controls for Al

context

AIT phases can run sequentially or in parallel, depending on organisational
maturity.



Case Study Spear Phishing

Andy Robinson
Police Officer, City of London Police
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