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House rules BTGroup  E=se

Respect others
The Chatham House Rule must be universally respegieiase do not attribute anything shared today.
Phones should also be turned to silent, though you are free to leave the room for calls if needed.

Take part
We welcome questions or commengR 2 Y Qi F2NABSUO (2 AYUNRRdJzOS & 2dz
Be sure to make five new friends throughout the day, too!

Give us your feedback
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Get involved
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LinkedIn and share SASIG with your colleagues, too.



Upcoming webinars

The Blind Spot: When endpoint obsession leaves applications exposed
11am, Friday 24 October

Demanufacturingconsent: How disordered discourse undermines democracy
11am, Wednesday 29 October

Empowering CISOs: Building influence, credibility, and board alignment
11am, Thursday 30 October

DORA, NIS2, HIPAA: Can you prove compliance today?
11am, Monday 3 November

View the full calendar at www.thesasig.com/events



Upcoming Inperson events

Cybersecurity Awareness SASIGE 0 $ipdztion people and the workforce
Thursday 23 OctobeyAldgate, London

Legal SASIG: Taming the compliancebedst / L{ hQ& 3IdzA RS G2 ff S3lF f & dzN
Thursday 13 NovemberMayfair, London

Emerging Technologies: Laying the cybersecurity foundations for the future
Tuesday 18 NovemberCity of London

CISO Roundtable: The practical, emotional and legal challenges faced by CISOs
Tuesday 25 Novembe&rMayfair, London

View the full calendar at www.thesasig.com/events



Our Supporters and Contributors
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Keynote presentation: Cyber resiliencd’rotecting

connectivity in a digital world

Rich Eyre
Director of Cyber Security Operations and Intelligence, BT Group
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Panel session: The impact of cyber events on society

Facilitator
Martin Smith MBEChairman and Founder, The SASIG

Panellists

Michael Kneebone&security Business Partner, Nationwide Building Society
Lucy FinlayDirector of Secur&ehaviourand AnalyticsRedflags

Todd RoyaHead of Engineering, Vanta

Cal BrownLead Security Storyteller, BT Group
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Tea, coffee & networking break
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&ROWDSTRIKE

2025 THREAT HUNTING REPORT

The Innovation
Imperative

Outpacing Enterprising Adversaries
in the Age of Al

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED. | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION
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Threat Actor Motivation

Nation-State Hacktivist
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Adversaries

14 New Adversaries
265+Total Tracked
150+Malicious Activity Clusters

CRIMINAL

ALCHEMIST SPIDER
ALPHA SPIDER
AVIATOR SPIDER
BITWISE SPIDER
BLIND SPIDER
BLOCKADE SPI
BRAIN SPIDER
BUTLER SPIDER
CARBON SPIDER
CHARIOT SPIDER
CHAOTIC SPIDER
CHATTY SPIDER
CHEF SPIDER
CLOCKWORK SPIDER
CURLY SPIDER
DEMON SPIDER
DONUT SPIDER
FROZEN SPIDER
GRACEFUL SPIDER
HAZARD SPIDER
HERMIT SPIDER
HIVE SPIDER
HOLIDAY SPIDER
HONEY SPIDER
HOOK SPIDER
IMPOSTER SPI|]
INDRIK SPIDER
KNOCKOUT SPIDER

LIGHTNING SPI

LILY SPIDER
LUNAR SPIDER
MALLARD SPIDER
MANGLED SPIDER
MASKED SPIDER
MONARCH SPIDER
MUMMY SPIDER

MUTANT SPID]

NARWHAL SPIDER

BO SPID

NITRO SPIDER

(OCULAR SPI

ODYSSEY SPIDER
OUTBREAK SPIDER
PERCUSSION SPIDER
PROPHET SPIDER
PLUMP SPIDER
PUNK SPIDER
QUANTUM SPIDER
RECESS SPIDER
RENAISSANCE SPIDER
RICE SPIDER
ROYAL SPIDER
SALTY SPIDER
SAMBA SPIDER
SCATTERED SPIDER
SCULLY SPIDER
SCION SPIDER
SHINING SPIDER
SINFUL SPIDER
SLIPPY SPIDER

SLY SPIDER

SMOKY SPIDER
SOLAR SPIDER
SPRITE SPIDER
TRAVELING SPIDER
TUNNEL SPIDER
VAMPIRE SPIDER
VENOM SPIDER
VETO SPIDER
WANDERING SPIDER
WIZARD SPIDER
VICE SPIDER
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NORTH KOREA —_— EGYPT sy VIETNAM sy SOUTH KOREA -
LABYRINTHICHOLLIMA WATCHFUL SPHINX OCEAN BUFFALO SHADOW CRANE
FAMOUS CHOLLIMA
RICOCHET CHOLLIMA (NIES
SILENT CHOLLIMA
STARDUST CHOLLIMA @ STER
VELVET CHOLLIMA HAZY TIGER KAZAKHSTAN

OUTRIDER TIGER
QUILTED TIGER DEADEYE HAWK
O TIEER COMRADE SAIGA
VICEROY TIGER
CHINA

ABSTRACT PANDA
AQUATIC PANDA

CASCADE PANDA

CAULDRON PAN

EMISSARY PANDA
ENVOY PANDA
ETHEREAL PANDA

GENESIS PAN

GLACIAL PAN

JACKPOT PANDA
HORDE PANDA
KARMA PANDA
KRYPTONITE PANDA

LIMINAL PANDA
LOCKSMITH PANDA

LOTUS PANDA
MURKY PANI]
MUSTANG PANDA
OPERATOR PANDA
OVERCAST PANDA
PHANTOM PANDA
PIRATE PANDA
PUZZLE PANDA
SHATTERED PANDA
SUNRISE PANDA
VANGUARD PANDA
VAULT PANDA
VIXEN PANDA
WICKED PANDA

IRAN

BANISHED KITTEN
CHARMING KITTEN
CHRONO KITTEN
HAYWIRE KITTEN
IMPERIAL KITTEN
NEMESIS KITTEN
PIONEER KITTEN
REFINED KITTEN
SPECTRAL KITTEN
STATIC KITTEN
TRACER KITTEN
VENGEFUL KITTEN

PAKISTAN

MYTHIC LEOPARD
FRINGE LEOPARD

RUSSIA ———

BERSERK BEAR
COZY BEAR
EMBER BEAR
FANCY BEAR
GOSSAMER BEAR
PRIMITIVE BEAR
VENOMOUS BEAR
VOODOO BEAR

COLOMBIA

GALACTIC OCELOT

TURKEY

COSMIC WOLF

HACKTIVIST

BOUNTY JACKAL
CURIOUS JACKAL
CRUEL JACKAL
FRONTLINE JACKAL
INCENDIARY JACKAL
INTREPID JACKAL
PARTISAN JACKAL
REGAL JACKAL
RENEGADE JACKAL
SPOILED JACKAL

BRSPS TRe



CROWDSTRIKE

2025 THREAT HUNTING REPORT

Handson-Keyboard Tradecrafi

SPEED

Time SCATTERED SPIDER takes to
complete ransomware attacks

1From July 2024 to June 2025

STEALTH

Of handson-keyboard
intrusions were malwarefree

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

SOPHISTICATION

Organizations infiltrated by Vishing is on track
Alenabled FAMOUS CHOLLIMA to double 2024 volume
by the end of 2025

Surge in cloud intrusions
in H1 2025 vs. all of 2024

CROWDSTRIKE



INTERACTIUE INTRUSIONS BY FREQUENCY I nte raCtive
Intrusions

Interactive intrusions, or hanesn-keyboard
attacks, are typically more

compared to automated attacks,
requiring advanced threat hunting and incident
response capabilities to identify and mitigate.

TOP SECTORS BY INTRUSION FREQUENCY INTERACTIVUE INTRUSIONS
BY MOTIUATION

TECHNOLOGY

CONSULTING &
PROFESSIONAL SERVICES

MANUFACTURING
RETAIL

FINANCIAL SERVICES .
® eCrime

HEALTHCARE Nation-State
GOUERNMENT ® Hacktivism

TELECOMMUNICATIONS

INDUSTRIALS
&ENGINEERING

ACADEMIC

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED. | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE




TOP TARGETED SECTORS BY INTRUSION FREQUENCY

TECHNOLOGY

CONSULTING &
PROFESSIONAL SERVICES

MANUFACTURING
RETAIL

FINANCIAL SERVICES
HEALTHCARE
GOUVERNMENT

TELECOMMUNICATIONS

INDUSTRIALS &
ENGINEERING

ACADEMIC

MEDIA

OPPORTUNISTIC

ENERGY

LOGISTICS

REAL ESTATE

TECHNOLOGY

TELECOMMUNICATIONS
CONSULTING &
PROFESSIONAL SERVICES

GOUERNMENT

FINANCIAL SERVICES
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July 2023-June 2024

NATION-STATE

99% &
13026 ~
126% ~
185% &

80% ~

m July 2024-June 2025

@ eCRIME

TECHNOLOGY

CONSULTING &
PROFESSIONAL SERVICES
MANUFACTURING

RETAIL

FINANCIAL SERVICES

2% &
17% ~
51% &
MN% ~
26% &
23% &
1% ~
53% &
37% ~
39% &~

6% &
44% &
19% &
58% &

-12%

-12%
5% &
55% &
42%
10% ~

Highlights

Across all sectors, interactive intrusionsreased by

Technology has been targeted the most for the !ast

Nation-State: The largest increase was in the governme

eCrime: The largest increase was in the manufacturing
sector

CROWDSTRIKE



- Adversaries increasinglise GenAl to enhance existing
Weaponized
/|

Nation-statesadopt GenAl to aid reconnaissance, vulnerability
research, and payload development

eCrime actorautomate tasks, improve tooling, solve technical
problems, and strengthen infrastructure

| ROSNALF NASa | NB dza Aag BitiaRabtBsk y A 1 |
points to execute operations

organizations infiltrated by
Alenabled adversary

FAMOUS CHOLLIMA
Algenerated code still requiresgnificant human expertis¢o

be effective

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Adversaries Use Al as’a

SOCIAL ENGINEERING

Generates convincing email and BEC scams
with natural language and contextually
aware content

Creates digital persona networks
with supporting profiles and
social media activity

Develops relevant documents, technical
materials,

and other content to

maximize target responses

TECHNICAL OPERATIONS

Enhances collection and analysis of organizational
infrastructure,
personnel profiles, and vulnerabilities

Assists exploit developers by accelerating research,
POC development,
and code generation

Creates, translates, and enhances malicious code
with new capabilities and features

Provides troubleshooting,
code generation/optimization, and execution
guidance during attacks

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED. | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

INFORMATION OPERATIONS

Generates multimedia content,
including deepfakes of known
individuals, audio, images, and text

Establishes credibi®oking
media websites and social networks
for largescale information broadcasting

Creates targeted propaganda
by automatically translating and
culturally adapting content



FAMOUS CHOLLIMA

\ Vy ‘ ~ o .
< | S Mask true identity during video interview

Draft resumes and cover letters L N ) ) )
Assist in answering interview questions and completing

Create synthetic identities, technical coding assignments

including altered photos Present as more fluent in English and more qualified

Build tools for researching jobs

Track and manage job applications

ON THE JOB

(A)ssist in daily tasks and correspondence, ensuring answers are
accurate both technically and grammatically

(Ablanage and respond to various streams of communication
likely stemming from multiple jobs worked simultaneously

CROWDSTRIKE
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A ttaC kS Crossdomain attacks spamultiple security areasincluding

| CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

endpoint, identity, cloud, and more

Adversaries rapidlgivot to unmanaged system® bypass
traditional defenses like EDR

Crossdomain visibilityis critical as adversaries pivot across
multiple attack surfaces

OPERATOR PANRAJBLOCKADE SPIDEaRe studies
exemplify the fluid nature of advanced attacks

CROWDSTRIKE



EXTENDED
ATTACK SURFACES

CLOUD

IDENTITY

ENDPOINT

CrossDomain Attacks

Compromises VPN &
adds admin account

Performs recon &
escalates privileges

Initial Access via
Network Edge Device

Pivots to endpoint &
attempts to disrupt
Falcon sensor

Pivots to ESXi endpoints &
deploys SOCKS proxy implants

ConductdDCSynattack,
compromising
Active Directory

Moves laterally
between endpoints
using WinRM & PsExec

Harvest credentials

Pivots into
IAM-joined apps

Pivots to M365 &
accesses email accounts

Adds compromised user
F 002dzyi G2 |y

aCl¢ I 5

Accesses unmanaged systems &

from SAM hive Harvests deploys Chisel proxy tunnels

browser credentials

Lateral Movement

Defense Evasion

3 NER dzL

a

Creates rouge IAM agent &
attempts to harvest credentials

Changes their source IP to
bypass access controls

b 2

Persistence

& Evasion

CROWDSTRIKE



Vishing and help desk social engineeriogntinue to play a
dominant role in eCrime

I I u n tl n g eCrime actors routinely demonstrate the abilitydoquire Plto

pass helpdesk verification questions

Finding valid account abuse requiresalti-domain approach
even huntingoeyond identity data

Vishing is on track to SCATTERED SPIDER completes A iq SMShased MFA, isolate privileged accounts, strength
double 2024 volume ransomware attacks aided by social password reset procedures
by the end of 2025 engineering

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



£ First successful

calls help desk to request
password and/or MFA request

N

0 Min

']
\\\

|
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authentication to compromised accotn

Registers own device for MFA

SPIDER

ldentity Access in Minutes

Pivots to Microsoft 365 applications

1 Min 2 Min

Deletes email notifying legitimate account owner of
enrollment of new MFA device

3 Min 4 Min 5 Min
Performs Entra ID bulk user export

Searches Microsoft SharePoint for
credentials and network architecture
documentation

CROWDSTRIKE



T he c |scale dastdata, and frequent
misconfigurations make it an attractive target

China-nexus adversaries lead in cloud exploitation,

Ad Ve rS ari eS employing innovative tactics such as ORB networks

Adversaries harvest credentials and pivot to the cloud
control plane to run commands on other cloud-hosted VMs

surge in cloud intrusions increase in cloud intrusions MURKY PANDA exploited trusted partners to target Entra
in H1 2025 vs. all of 2024 attributed to Chinanexus adversaries ID and access cloud apps, including email

Hunting adept adversaries like GENESIS PANDA requires
sophisticated hunting methodologies

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



PANDA

Weaponizing the

gueries IMDS for credentials

accesses the cloud control C | O u d CO ntr0| P I an e

plane for compute instance lateral movement

June 2024

Threat actouses C2 domains
impersonating cloud services

interacts with cloud storage
services using CSP command line tools

November 2024
Threat actouses cloud infrastructure for C2

OCT NOV 2025 MAR MAY

May 2025

Threat actohosts payload on
cloud compute infrastructure

Threat actoruses cloud compute
instance for exfiltration

Cloudconscious activity by threat actor
targeting cloud services

‘ Cloudsupporting activity by threat actor abusing

cloud services to support their operations

establishes cloudased
persistence via identitpased
access key and SSH keys

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

‘ Threat actouses cloud storage
for payload hosting

CROWDSTRIKE
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G[ 2313AY S ¢ | R ex&chd dloNAnS sustained attacks, steal
sensitive data, and prepare for future operations

EX p I O Itatl O n Multiple threat actorsconductconcurrent operationon the same

target network, particularly in telecom entities

Deep knowledge2 ¥ G KNBF G F OG2NEQ &AKI NBR
endpoint hunters with new detection insights

increase in natiosstate targeted intrusion V.
N _ Trojanized system toolenable backdoor access and stealthy lateral
activity against the telecom sector from July 2024 to

June 2025

movement

GLACIAL PANDA Chinanexus adversary, intensified its focus on the
telecom sector

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Zeroday attacks target unknown vulnerabilitibsfore patches exist

eCrime adversaries quickly turn natistate findings into
widespread exploitation

Vu I n e rab I I Itl eS Reducing zeralay risk requiregxposure managemenfor

prevention andhreat hunting for reattime detection

GRACEFUL SPIREEumvented patchto enable zereday
exploitation

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Uncovering a

Cleozeroday
bypasses patch

Cleo discloses
CVE202455956
+10 min CrowdStrike
OverWatch customers notified

GRACEFUL SPIDER
+1 hr. CrowdStrike OverWatch claims responsibility

detections implemented

Falcon sensor
preventions

Zeroday
exploit published

Cleo discloses
CVE202450623

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED. | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Takeaways

Steps to Protect Against the Enterprising Adversaries

Secure Defend the Eliminate AdversaryDriven Know Your Advers

Identities Cloud CrossDomain Patching
Visibility Gaps

® CROWDSTRIKE, INC. ALL RIGHTS RESERVED | CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION CROWDSTRIKE



Get the

A P iy -

Front-Line

2025 Threat
Hunting Report

v et o s

MANUAL
mTenvenTion | SIS ]
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h
LATERAL o an o ————
- T v 5 ot @ 4 s
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Measuring cyber awareness:
Turning Insight into action

SASIG Presentation

October 2025 | Wavestone | Restricted

Florian Pouchet

Head of Cybersecurity and
Operational Resilience UK

florian.pouchet@wavestone.com

WAVESTONE




Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action | Head of Cybersecurity
4
.)

Awareness is under pressure for showing results florianpouchet@wavestone.com
SASIG 14/10/2025: E:
Aligning Insights with Impact: A practical r
look at Security Executive Reporting

The Golden Age of Cybersecurity is over! ...

rr

BlWf U213t qd 1 JUqt Wel ywoOyYs We U1 I Wt H

0ls it worth the inveghm@nwRAat | f
Organisations must demonstrate results Security Awareness

from Cybersecurity Awareness investment 6How do you proveVhiat wad kie?d@ o @& 001 amme g
our business?0

-

Capturing insights from VS. Quantifying security mindset
awareness andmeasuring the and measuring behavioural
results of the investment change

© WAVESTONE34



Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action | Head of Cybersecurity
|dea #1 TI‘aCking the aCtiVitieS ‘@ florian.pouchet@wavestone.com

<[> What do we do? 4‘ What do we measure?

A Attendance rate

A Training completion/score
A Define and publish the Security Policy

A Provide training to all employees

2] oty poiey CYBERSECURITY
== TRAINING /

;i@j

emails

Demonstrate activities performed but no
visibility on impact to employee provided

TAKEAWAY

© WAVESTONE35



SASIGr Measuring Cyber awareness: Turning insight into action

|ldea #2: Focusing on the outputs

(/) What do we do?

A Conduct phishing campaigns
A Adjust security policy and trainings
accordingly

Security Policy

/

CYBERSECURITY

TRAINING /

Florian Pouchet
| Head of Cybersecurity
l.§

florian.pouchet@wavestone.com

4‘ What do we measure?

A Phishing click rate

ONTINUOUS IMPROVE,

@G

emails

(@ CHECK, MONITOR
. Q & IMPROVE /

TAKEAWAY

Can be double-edge sword, depending on the
YI D¢ URt ¢cqRYUKkt WHzGagel Wit 6¢GRUNDW2t WOWRURIDUqR2 Ub

©WAVESTONIE36



SASIGr Measuring Cyber awareness: Turning insight into action

ldea #3: Monitoring p

TAKEAWAY

Security Policy CYBERSECURITY
TRAINING /

2

/

OONTI NUOUS IM’_J'iO VEMF/V A Report rate

Florian Pouchet
| Head of Cybersecurity
D‘§

florian.pouchet@wavestone.com

4‘ What do we measure?

s

@

Security Support teamr

(@ CHECK, MONITOR
i & IMPROVE /

emails

Implement positive and rewarding
metrics

Draw a first level of correlation
between training and awareness
raised

Can be double-edge sword effect
as employee experience will vary
based on the follow up provided by
support teams

Address phishing only

© WAVESTONE37



Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action - i Head of Cybersecurity
l.‘.

Idea #4: Linking behaviours to risks ISR E G A SIS Col

<[> What do we do? Z{l What do we measure?
A Screens left
A Identify risks associated to each individual unlocked
human interaction, for each component and ﬁ Browser upload
each profile OouUS IMPR B
g OONTINU — O'/EMIS“/V]~ A Credential storage & sharing
@ A Unauthorised data sharing

Security Support team

_ CYBERSECURITY ) CHECK, MONITOR
Security Policy =
TRAINING ©) & IMPROVE
hardware
P =
d database
& Adju_st cybersecgrity trai_ning to faptor riskg
@ = z analysis of human interactions with information
SebDB proposes anopen-source P = systems
. . <
security behaviour database B W
mapped to impacts , threat actor < _ _ _
tactics, intervention strategies and - — Better outline the_correlatlon between risk,
. — behaviour and results
security framework (MITRE ATT&CKIST

9E[ 9B b @SebDB

© WAVESTONE3S
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SASIGr Measuring Cyber awareness: Turning insight into action

ldea #5: Delivering highly tailored content

(/) What do we do?

A Conduct customed bite -sized trainings
A Deliver prioritised risk -based mitigation
actions

L~

=.= Security Policy EMPOWERMENT
== CAMPAIGN /

7 EMPOWERMENT
@CYBS/\FEI CAMPA/GN/

IKnowBe4 =

[O OutThink \)

() sosafe

EMPOWERMENT

CAMPAIGN /

2

GONTINUOUS IMPROV£p,

Nr

£

Florian Pouchet

a Head of Cybersecurity
‘q florian.pouchet@wavestone.com

What do we measure?

Security Support team

INRORMATION SYSTEM

©

hardware

=

database

i i)

apps

B

4________/

<K

CHECK, MONITOR

& IMPROVE /

Uplift Cybersecurity training towards
Empowerment Campaign

TAKEAWAY

Develop trainings and awareness campaigns
resonating better with user business need and
reality

©WAVESTONI39



Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action @ Head of Cybersecurity
ldea #6: Embedding reminders in existing processes V@’ florian.pouchet@wavestone.com

<[> What do we do? 4‘ What do we measure?

A Integrate in -the-moment security nudges

CONTINUOUS IMTPROVEY, .,

&\j

J’U‘ 2 j
Security Support team

INRORMATION SYSTEM

/

~ EMPOWERMENT e CHECK, MONITOR
Security Policy =
CAMPAIGN / & IMPROVE /
EMPOWERMENT

CAMPAIGN /

RedFlagsfrom ThinkCyber is a

security awareness solution thatdiverts
people away from high -risk activities ,
with in -the-moment nudges to reduce —

operational risk K Redﬂags®

from ThinkCyber

KRedﬂags

from ThinkCyber

Better secure process with real -time reminders
embedded in operational activities

TAKEAWAY

© WAVESTONE40
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Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action @ Heqd of Cybersecurity
ldea #7: Improving processes to reduce human risks V@’ florian.pouchet@wavestone.com

<[> What do we do? 4‘ What do we measure?

A Review and optimise processes towards o o i i
EJHz | Rq! WH! WI Unceldqleihf U2Rt RAID |JLUE,\|I%QJ§M)?5,;E
e

2

GONTI

N (o
Security&pport team
/ INFORMATION SYSTEM
Security Pol EMPOWERMENT o~ ) CHECK, MONITOR
STy O CAMPAIGN / ~ & IMPROVE /
EMPOWERMENT
CAMPAIGN /
Simplify processes while incorporating Security
policy by design, reducing human risk surface
EMPOWERMENT

TAKEAWAY

CAMPAIGN /

Enhance user experience

© WAVESTONE41



Florian Pouchet
SASIGr Measuring Cyber awareness: Turning insight into action Head of Cybersecurity

NO One-S|Ze-f|tS -al I florian.pouchet@wavestone.com
Find the ideas that fit your culture and organisation

WHAT DO WE DO? WHAT DO WE MEASURE?
Customed
bite-sized training P ance rate

Security Polic _ il
) y Generic trainings

Training score
Does-not-repeatedly-

Risk-based approach Phishing campaigns B tinic click rate

Process optimisation e ot o
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